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CompTIA Cloud+ (CV0-004) Certification Study

Notes
Code: CV0-004

Cloud Architecture and Design (23 %)

[IJ Cloud Architecture & Design

Service models, deployment patterns, HA/DR, scalability, and storage

Domain Weight

Cloud Architecture and Design accounts for 23% of the CV0-004 exam.

Cloud+ architecture questions ask you to select the right service model, deployment pattern, or
storage type for a workload requirement — often comparing cost, control, and operational

burden.
. Customer
Model Provider Manages Examples
Manages
laaS Physical infra, 0OS, middleware, EC2, Azure VMs,
virtualization apps, data Compute Engine
. App Service,
Appl
PaaS Runtime, OS, infra pplications and Elastic Beanstalk,
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Cloud Run
Entire application Configuration Microsoft 365,
Saas stack i data chess ' Salesforce,
' Workday
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Ability to handle increased load by adding resources. Vertical (bigger instance) vs
horizontal (more instances).

Elasticity

Automatic scale-out/in based on demand. Pay for what you use; scale down during quiet
periods.

High Availability & DR Patterns

e Active-active — multiple regions/zones serve traffic simultaneously; highest availability

Active-passive — standby environment activated on failure; lower cost, higher RTO

Multi-AZ deployment — replicate across availability zones within a region

Multi-region — geographic redundancy for disaster recovery

CDN — cache static content at edge locations; reduce latency and origin load

Storage Type Use Case Characteristics
Obiect Unstructured data, Flat namespace, metadata,
J backups, media highly durable, REST API
Block Databases, VMs, low- Mounted volumes, fixed-
latency apps size blocks, SAN-like
File Shared file access, legacy NFS/SMB, shared mount,
apps POSIX semantics

Exam Focus Areas

e Microservices and serverless improve agility but add operational complexity
e Hybrid cloud connects on-premises to public cloud; multi-cloud uses multiple providers

e Match storage type to access pattern — object for blobs, block for databases

Practice This Domain
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Test your understanding with free practice questions at /certifications/comptia/cloud-
plus/practice — focus on: Cloud service models (laaS, PaaS, SaaS), Cloud deployment
models (public, private, hybrid, multi-cloud), High availability and disaster recovery.

Deployment (20%)

[1J Cloud Deployment & Automation

laC, CI/CD, containers, and deployment strategies

Domain Weight

Deployment accounts for 20% of the CV0-004 exam.

Deployment domain tests automation literacy: laC tools, pipeline stages, container
orchestration, and safe release strategies.

Infrastructure as Code

e Terraform — provider-agnostic, HCL language, state file tracks resources
e CloudFormation — AWS-native, JSON/YAML templates

e ARM/Bicep — Azure-native infrastructure definitions

¢ |aC benefits: repeatability, version control, peer review, drift detection

e GitOps — Git as single source of truth; changes via pull request merge

Strategy How It Works Risk Profile

Two identical
Blue-Green environments; switch
traffic instantly

Fast rollback; requires
double infra cost

Route small % of traffic to Gradual validation;

Canar . . .
y new version first complex routing
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Strategy How It Works Risk Profile

Replace instances No full duplicate env;

Rollin .
9 incrementally slower rollback

Container Orchestration

Kubernetes — de facto standard; pods, services, deployments, ingress, HPA

Managed K8s — EKS, AKS, GKE reduce control plane burden

ECS/Fargate — AWS container service without managing servers

Helm charts — package K8s manifests for reusable deployments

CI/CD Pipeline Stages

Source — Build — Test — Staging — Production. Automated tests (unit, integration, security
scan) gate promotion. Artifact repositories store versioned builds.

Exam Focus Areas

¢ |aC enables reproducible environments — manual console clicks do not
e Blue-green enables instant rollback; canary limits blast radius

e Configuration management (Ansible, Chef) complements laC for in-instance config

Practice This Domain

Test your understanding with free practice questions at /certifications/comptia/cloud-
plus/practice — focus on: Infrastructure as Code (Terraform, CloudFormation), CI/CD
pipelines and automation, Container orchestration (Kubernetes, ECS).

Security (18%)

[1J Cloud Security

IAM, encryption, network security, compliance, and secrets
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Domain Weight

Security accounts for 18% of the CV0-004 exam.

Cloud security follows shared responsibility: provider secures the cloud; customer secures
what they put in the cloud.

Identity & Access Management

Principle of least privilege — minimal permissions for each role/service account

RBAC and ABAC — role-based vs attribute-based policy models

Federation — SSO via SAML/OIDC; no duplicate credentials

Service accounts / managed identities — apps authenticate without embedded passwords

MFA for human users — required for console and privileged access

Encryption at Rest

Provider-managed keys (default) vs customer-managed keys (CMK/KMS). Encrypt
databases, object storage, volumes.

Encryption in Transit

TLS 1.2+ for all API and user traffic. VPN/private connectivity for hybrid links.

Framework Focus
HIPAA Healthcare PHI protection
PCI-DSS Payment card data security

Service organization controls (security,

2
SOC availability)

GDPR EU personal data privacy rights

Secrets Management
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Never store API keys in code or images. Use vault services (AWS Secrets Manager, Azure
Key Vault, HashiCorp Vault) with rotation policies.

Exam Focus Areas

e Security groups / NSGs are stateful firewalls at instance/subnet level
e Compliance is shared — provider offers certified infra; you configure apps correctly

¢ Incident response in cloud requires cloud-native logging and forensics tools

Practice This Domain

Test your understanding with free practice questions at /certifications/comptia/cloud-
plus/practice — focus on: Identity and access management (IAM), Encryption at rest and in
transit, Network security groups and firewalls.

Operations and Support (17 %)

[IJ Cloud Operations & Support

Monitoring, optimization, SLAs, cost management, and DR operations

Domain Weight

Operations and Support accounts for 17% of the CV0-004 exam.

Operations questions focus on keeping cloud environments healthy, performant, and cost-
effective while meeting SLA commitments.

Monitoring & Observability

e Metrics — CPU, memory, latency, error rates, queue depth (CloudWatch, Azure Monitor)
e Logs — centralized aggregation, structured logging, retention policies

Traces — distributed tracing for microservices (X-Ray, Jaeger)

Alerting — thresholds, anomaly detection, on-call escalation

Dashboards — single pane of glass for ops teams and stakeholders
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Cost Optimization

Right-sizing — match instance size to actual utilization

Reserved instances / savings plans — commit for discount on steady workloads

Spot/preemptible instances — cheap compute for fault-tolerant batch jobs

Auto-scaling — scale down idle resources

Tagging — attribute costs to teams/projects for chargeback

SLA Management

Understand provider SLA credits vs your customer SLAs. Multi-AZ and health checks
improve availability. Document RTO/RPO and test DR runbooks.

Exam Focus Areas

e Performance tuning starts with metrics — measure before optimizing
e Automation reduces toil and human error in operations

e Backup testing is as important as backup creation

Practice This Domain

Test your understanding with free practice questions at /certifications/comptia/cloud-
plus/practice — focus on: Monitoring and logging, Performance tuning and optimization,
SLA management.

Troubleshooting (12%)

[1J Cloud Troubleshooting

Performance, connectivity, RCA, and diagnostic methodologies

Domain Weight

Troubleshooting accounts for 12% of the CV0-004 exam.
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Troubleshooting scenarios present symptoms and ask for the logical first diagnostic step or
root cause.

Structured Troubleshooting Method

[EEN

. Identify the problem — scope, impact, timeline
2. Gather information — logs, metrics, recent changes

3. Form hypothesis — most likely cause based on evidence

N

. Test hypothesis — isolate variables, reproduce if safe
5. Implement fix — change one thing at a time
6. Verify resolution — confirm metrics return to baseline

7. Document — update runbooks, postmortem if major incident

Symptom Common Causes First Checks

. DB bottleneck, no caching, APM traces, DB slow
High latency

cross-region traffic query log
. Security group, ACL, Port reachability, process
Connection refused . y group P
service down status
. Auto-scaling lag, memory HPA settings, OOM Kills in
Intermittent errors
pressure logs

Change Correlation

Most production issues correlate with a recent deployment or config change. Check CI/CD
history and laC drift first.

Exam Focus Areas

o Start with least invasive diagnostics — ping, logs, metrics
e Root cause analysis asks "why" repeatedly — not just symptom fix

e Log analysis requires centralized logging — checking one server is insufficient at scale

Practice This Domain
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Test your understanding with free practice questions at /certifications/comptia/cloud-
plus/practice — focus on: Performance troubleshooting, Connectivity and network issues,
Application debugging.

DevOps Fundamentals (10%)

[1J DevOps Fundamentals

Collaboration, CI/CD culture, DORA metrics, and continuous improvement

Domain Weight

DevOps Fundamentals accounts for 10% of the CV0-004 exam.

DevOps Fundamentals tests cultural and process knowledge alongside technical automation
concepts.

Core DevOps Principles

e Collaboration — dev and ops share ownership ("you build it, you run it")
e Automation — CI/CD, laC, testing reduce manual toil

e Continuous improvement — blameless postmortems, retrospectives

e Small batch changes — frequent deploys reduce risk per change

e Feedback loops — monitoring informs development priorities

DORA Metric What It Measures Elite Benchmark

How often code reaches

Deployment Frequenc
ploy quency production

Multiple deploys per day

Commit to production

. Less than one hour
duration

Lead Time for Changes

% of deploys causing

. 0-15%
incidents

Change Failure Rate
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DORA Metric What It Measures Elite Benchmark

Time to restore after
MTTR . Less than one hour
failure

Blameless Postmortems

Focus on systemic causes, not individual blame. Output: action items to prevent recurrence.
Psychological safety enables honest incident reporting.

Exam Focus Areas

¢ Git branching supports collaboration — feature branches, PR reviews
e DORA metrics measure delivery performance — not just uptime

e DevOps is culture + practices + tools — not just buying a Cl server

Practice This Domain

Test your understanding with free practice questions at /certifications/comptia/cloud-
plus/practice — focus on: Version control (Git), CI/CD best practices, Infrastructure as Code
principles.

IT certification prep: Practice questions Full exams Study guides

% CertStud Resources

Practice Tests

Free IT certification practice exams and
study materials.

Free IT Practice Tests

Cloud Practice Tests
A Filantus product

Cybersecurity Practice Tests
Y i ® i Exam Simulator

Roadmaps

Study Guides
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